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1 Abstract 
Substation Automation Systems have undergone many transformational changes triggered by improvements 
in technologies.  Prior to the digital era, it made sense to confirm that the physical wiring matched the 
schematic design by meticulous and laborious point to point testing.  In this way, human errors in either the 
design or the construction could be identified and fixed prior to entry into service.  However, even though 
modern secondary systems today are largely computerised, we are still undertaking commissioning testing 
using the same philosophy as if each signal were hard wired.  This is slow and tedious and doesn’t do justice 
to modern computer systems and software automation. 
One of the major architectural advantages of the IEC 61850 standard is that it “abstracts” the definition of 
data and services independently of any protocol allowing the mapping of them to any protocol that can meet 
the modelling and performance requirements.  On this basis, any substation element can be defined using 
these common building blocks and are made available at the design, configuration and operational stages of 
the system.  The primary advantage of accessing data using this methodology rather than the traditional 
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position method (such as DNP 3.0) is that generic tools can be created to manipulate data.  Self-describing 
data contains the information that these tools need to manipulate different data types correctly.  More 
importantly, self-describing data makes the interface between programs robust and flexible. 
This paper proposes that the improved data definitions and methods for dealing with this data within a 
tightly bound and compliant IEC 61850 Substation Automation System could completely revolutionise the 
need to test systems when compared to traditional point to point methods.  Using the outcomes of an 
undergraduate thesis project, we can demonstrate with some certainty that it is possible to automatically 
test the configuration of a protection relay by comparing the IEC 61850 configuration extracted from the 
relay against its SCL file for multiple relay vendors. The software tool provides a quick and automatic check 
that the data sets on a particular relay are correct according to its CID file, thus ensuring that no unexpected 
modifications are made at any stage of the commissioning process. This tool has been implemented in a 
Java programming environment using an open source IEC 61850 library to facilitate the server-client 
association with the relay. 
 
2 Rules, Regulations and Performance 
As registered Network Services Providers, Transmission Utilities in Australia are obliged to comply with the 
National Electricity Rules (NER) and relevant laws, regulations and standards.  One of the critical clauses in 
the NER (ver 68) which influences the automation system design and performance is clause S5.1a.8 Fault 
Clearance Times which states: 
(a) Faults anywhere within the power system should be cleared sufficiently rapidly that: 
(1) the power system does not become unstable as a result of faults that are credible 
contingency events; 
(2) inter-regional or intra-regional power transfers are not unduly constrained; and 
(3) consequential equipment damage is minimised. 
 
(b) The fault clearance time of a primary protection system for a short circuit fault of any fault type 
anywhere: 
(1) within a substation; 
(2) within connected plant; or 
(3) on at least the half of a power line nearer to the protection system, 
 
(c) The fault clearance time of a primary protection system for a short circuit fault of any fault type 
anywhere on the remote portion of a power line for which the near portion is protected by a 
primary protection system under clauseS5.1a8(b) should not exceed the relevant time in 
column 3 of Table S5.1a.2 for the nominal voltage that applies at the fault location. 
 
(d) The fault clearance time of a breaker fail protection system or similar back-up protection system 
for a short circuit fault of any fault type should not exceed the relevant time in column 4 of  
Table S5.1a.2 for the nominal voltage that applies at the fault location. 
 
(e) The owner of the faulted element may require shorter fault clearance times to minimise plant 
damage. 
 
(f) The allowable fault clearance times specified in Table S5.1a.2 apply in accordance with the 
provisions of clause S5.1.9 to facilities constructed or modified on or after the performance 
standards commencement date. 
 
(g) For facilities other than those referred to in clause S5.1a.8(f), the applicable allowable fault 
clearance times must be derived by the relevant Network Service Provider from the existing 
capability of each facility on the performance standards commencement date. 
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Table 1 NER V68 (Table S5.1a.2) 
Nominal voltage at fault 
location (kV) Time (milliseconds) 
Column 1 Column 2 Column 3 Column 4 
400kV and above  80 100 175 
at least 250kV but less than 
400kV  100 120 250 
more than 100kV but less than 
250kV  120 220 430 
less than or equal 100 kV As necessary to prevent plant damage and meet stability requirements 
 
With such high system performance regulated, it is essential that utilities are confident in their automation 
system performance and have tested it to confirm that it will operate as designed under all conditions. It is 
the role of the Commissioning Engineer to ensure that the system meets these requirements. 
3 Generation of Protection Relays 
The protection relay is the critical component which senses abnormal system conditions and operates in a 
timely manner to isolate a faulty section.  There have been three distinct generations of protection relays 
which have influenced the extent of commissioning performed historically.  A summary of the characteristics 
of these protection relay types is detailed in table 2. 
 
Table 2 Protection Relay Generation Comparison Table 
Characteristic Electro Mechanical Relay Static Relay Digital Relay 
Technology Standard 1st generation relays 2nd generation relays Present generation relays 
Operating Principle Electromagnetism 
Transistors and integrated 
circuits 





cup, balance beam 
R, L, C, transistors, 
analogue ICs comparators 
Microprocessors, digital ICs, 
digital signal processors 
Measuring method Electrical qtys converted into 
mechanical force, torque 
Level detects, comparison 
with reference value in 
analogue comparator 
A/D conversion, numerical 
algorithm techniques 
Reliability High Low High 
Speed of Response Slow Fast Fast 
Function Single function Single function Multi-function 
Range of settings Limited Wide Wide 
Self-monitoring No Yes Yes 
Parameter setting Plug setting, dial setting Thumb wheel, dual in line switches 
Keypad for numeric 
values, through 
computer 
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Characteristic Electro Mechanical Relay Static Relay Digital Relay 
Maintenance Frequent Frequent Low 
Relay Programming No Partially Programmable 
 
Testing processes were developed during the Electro Mechanical Relay era.  As they are mechanical devices 
which operate under the influence of electrical stimulus, their performance can be easily affected by poor or 
aged lubrication, wear and tear, dirty or worn contacts, extreme temperatures, insulation failure, incorrect 
setting or external wiring failure.  To validate their performance, it required the injection of either primary or 
secondary analogue quantities into the relays and observation of the mechanical reaction caused by these 
set values.  This process would be repeated until all critical operational points were tested OK.  If not, the 
relay would be recalibrated by either a mechanical tweak or adjustment of an electrical setting.  This is a 
long and labour intensive process which was only valid at the instant of the test as the relays could easily go 
out of mechanical or electrical calibration depending on their age or design. 
Testing and commissioning principles have remained basically the same until recently with the introduction 
of the digital relay which has the capability to self-diagnose internal faults and will repeat calculations 
accurately with the monotony of a production line robot.  Unfortunately, we still can’t escape the need to 
test digital relays as their inbuilt complexity is now “firmware” based and with this complexity comes the 
risks inherent with normal software development. 
 
4 IEC 61850 – Configuration 
IEC 61850 substation automation systems are now the industry standard in most regions of the world. The 
introduction of this standard has modernised communication between Intelligent Electrical Devices (IEDs) by 
reducing the need for hardwired connections and facilitating full IED interoperability. Going beyond 
communications, the standard defines data models and a configuration language based on modern object 
oriented techniques which can be used to describe the relationships between the substation automation 
system and the physical switchyard. 
The standard defines multiple configuration file types which are used to describe IED functionality and the 
communication with other IEDs in the system: 
1) The IED Capability Description (ICD) file: Describes the capability of the IED. The contents 
within this file describe the capabilities and the preconfigured data model (logical data structure) 
of the IED, as well as the empty communication data structures [1]. Since this file represents 
the IEDs default functionality (before configuration), the IED name in the file is ‘TEMPLATE’.  
2) The Configured IED Description (CID) file: The purpose of this file is to include all information 
from the configuration file that is of relevance for that specific IED. If that IED is supposed to 
transmit a message, it needs to know the data set structure behind that message and be 
configured to send it [2]. Principally, the CID file contains the data structure template, as in the 
ICD file, and the information regarding how that particular IED has been configured to send and 
receive data, through data set definitions.  
3) System configuration file types: There are system configuration files such as the Substation 
Configuration Description (SCD) file, which describes the communication mappings and 
communication partnerships between IEDs and the individual configurations for each IED. The 
System Specification Description (SSD) file is another defined system file which contains the 
complete system specification of the substation including the single line diagram. 
4) An Instantiated IED Description (IID) file and a System Exchange Description (SED) file: Edition 
2 of IEC 61850 introduces these two new configuration file types which are used for the 
exchange of information between system and configuration tools. 
The engineering process is defined by three tools: the system specification tool, the system configuration 
tool, and the IED configuration tool. The IED configuration tool is used to perform all IED specific 
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engineering and produce the ICD and CID files [3]. This tool is designed to configure and manage three 
main components: logic, parameters, and IEC61850 configuration. Manufactures may use different 
applications to handle each of these components or conversely a single application to handle them all. 
Unlike simple legacy protocols which are only capable of defining how data is transmitted at the byte level, 
IEC 61850 specifies how data is organised in the device based on an agreed model for how power system 
devices should organise and consume data.  This establishes a consistent approach to system configuration 
and communications with other devices.  Once these abstract objects and services have been mapped onto 
an advanced protocol that supports the complex naming and service models of IEC 61850 (Manufacturing 
Message Specification – MMS), the identification of real-time data on the Ethernet LAN without special tools 
becomes possible. 
5 IEC 61850 – Testing and Commissioning 
Because modern IEC 61850 digital relays are multifunctional with complex feature sets, the number of data 
points to be tested has increased significantly over electro-mechanical and static relay types.  Fortunately, 
the sophistication of diagnostic tools and test equipment has offset the impact of this additional complexity.  
The remainder off this paper presents opportunities of improving the testing and commissioning of modern 
IEC 61850 automation systems. 
 
5.1 Standard Template Design and Verification 
Conventional wisdom dictates that as long as people have an involvement in the design and construction of 
any complex systems, then significant testing should be undertaken to ensure it satisfies requirements.  One 
successful strategy has been to produce templates for an integrated system designs, build test rigs and 
perform thorough validation testing.  One outcome from this testing should be confirmation that the IED’s 
and firmware performs as promised by their specification.  It’s much cheaper to make significant updates at 
the workshop rather than on-site later on.  These standards will be used as the basis for future project 
works. 
With the increased complexity of IED’s and a rapidly changing standard in IEC 61850, it is recommended 
that a validation centre be established to enable rapid prototyping and testing.  This should include one of 
every type of standard panel wired as a system with primary system simulation for completeness. 
 
5.2 Introducing an IT Solution 
As discussed previously, IEC 61850 represents functions within a network of IED’s based on their application 
in the power system by the abstraction of information to common data classes and based on common data 
types with standardised naming conventions.  In comparison, the IT world has Object-Oriented Database 
Management Systems (OODBMS's) which are databases that store their contents as objects. They map very 
well to the object models of the programs that use them.  This section explores the possibility of using IT 
tools to compare a “design” state with a “live” state thereby validating that the IED’s contain the required 
configuration and minimising the need to undertake traditional point to point testing. 
 
5.3 Proposed Testing Software Solution 
A software application is proposed as a way of automating the testing of modern digital relays based on IEC 
61850 (configured data sets).  In simple terms, the application is designed to compare the as designed 
configuration of an IED (based on a validated template) against a digitally extracted configuration from the 
relay and report any differences. This ensures that the configuration is correct and that human interaction 
has not lead to unexpected changes within the IEDs configuration before, during, or after testing and 
commissioning. 
To identify whether automated IEC 61850 configuration verification has any value, a proof of concept using 
freely available software tools was undertaken.  It was implemented using Java and an open source IEC 
61850 library (foundation classes obtained from OpenMUC [4]).  This library also has the capability to 
CIGRÉ Australia APB5 
SEAPAC 2015 
Sydney 17-18 March 
 
Page 6 of 9 
CIGREAUB5SEAPAC2015DOC_49_AU_Williams.docx 
connect directly to IED’s using a client-server MMS model.  The verification functionality was implemented as 

















Figure 1 Configuration Comparison program systematic block diagram  
 
There are three main functional blocks to the verification program: 
1. The first is the CID file import from the original design process.  These configuration files are 
processed by an Extensible Markup Language (XML) to Document Object Model (DOM) conversion. 
This stores important configuration information in a DOM object which can be used for comparison 
with the IED configuration.  A CID file is required for the input into this block. 
2. The second block connects directly to the IED’s server using the IEC 61850 library’s supported 
server, client and association services.  These services (functions) allow all the configuration 
information to be read and stored into a server model object.  This process uses the MMS protocol 
and ACSI services to establish the client-server association and retrieve the server model. 
3. The final block performs the comparison between the as designed configuration and the live 
configuration (data set).  The data set list entries are acquired from the IED one at a time and then 
the configured object model is searched for an exact match.  The program outputs an excel 
spreadsheet with comparison results documented for analysis and archival of the results. 
 
This application is an example of how the IEC 61850 standard can be used to develop an independent 
(multi-vendor) software tool that allows a device’s IEC 61850 configuration to be compared against its 
design regardless of the IED’s manufacturer.  It has been tested with a number of Tier 1 protection relays 
and was able to successfully import the configuration file (CID) and make the client-server association 
between the relay and the application.  Figure 2 gives an example application output based on a very simple 
IED configuration.  The program can identify correct configurations when compared to the CID file which 
was loaded onto that device.  The program can also identify incorrect configurations when an incorrect 
configuration file is used as the reference in the comparison.  Due to limitations of the open source library 






IED Configuration File 
(Compliant SCL) 
Library’s MMS 
Client and ACSI 
services 
IED server 
Input: CID file Input: IP Address 
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Figure 2 Example Comparison Result Table 
 
5.4 Limitations of Software Solution 
Unfortunately, the SCL language doesn’t cover all the features available in the current generation of relays.  
Of particular concern for this automated testing application is what it doesn’t include: 
1. PLC logic equations 
2. Single line diagram and indicators on an IED’s front panel 
3. Internal mappings 
4. Non IEC 61850 and vendor-specific parameters 
Until all parameters are exposed using standard IEC 61850 functions, this software will have limited 
application in real situations.  However, vendors who choose to expose their IEC 61850 configuration and 
settings will have considerable cost saving advantages for ongoing testing and commissioning ownership. 
 
6 Exploiting Advanced Power System Testing 
Advanced protection relay test equipment that can automate routine testing has been available for many 
years.  Once testing programs have been developed and the analogue and digital signals hard wired, they 
can be used to perform repeatable testing procedures with minimal human intervention.  While this is 
effective for legacy systems, the communication in a digital Substation Automation System between the IED 
and other IED’s, the IED and HMI and the IED and Gateway’s has escalated the testing required.  Due to 
this, it is necessary to find a new way to test the integrated functions and explosion of data. 
In their paper “Development of the Model-driven Test Design System for IEC 61850 based Substation 
Automation System” [5], Nam-Ho Lee and Byung Tae Jang from Kepco have piloted a model-driven SAS test 
design system by applying UML (Unified Modelling Language) based object oriented design.  They have 
implemented a software solution based on an object oriented graphic symbolic model which can verify the 
data sharing capability and system performance of the Substation Automation System reducing time and 
improving cost efficiency. 
The success of a project such as this would be greatly enhanced if the vendors, utilities, standard bodies and 
testing equipment manufacturers could unite in a singular goal to develop common and agreed modelling 
standards which could be used to automate SAS testing. 
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6.1 Practical Suggestions from the Field 
In addition to testing new Substation Automation Systems, Field Engineers have to maintain the system in 
operating order 24/7 for the life of the asset.  This exposes a number of shortcomings in the standards and 
the vendor implementation.  Testing an IEC 61850 IED in-situ requires implementation of a safe way to 
isolate tripping signals.  Prior to edition 2 of the standard, the inclusion of “Test” and “Blocking” modes was 
optional.  As a result, the logical isolation of GOOSE and ACSI services was impossible.  Consequently, 
Utilities were forced into creating their own isolation strategies depending on their knowledge of the 
standard, appetite for risk / change and alignment to their testing processes.  However, even with 
compliance to edition 2, the utility would have to engineer a completely new “virtual” user interface to 
control the test and blocking mode status values of each isolation point.  Significant effort would be required 
to “socialise” this new interface with field staff. 
A popular way to replace failed computer hardware these days is to make a “clone” of its hard drive and 
save that away in case it’s needed.  This is a simple and effective way to replace hardware in a “like” for 
“like” way with full assurance that the computer will behave in exactly the same way as before.  Now that 
the hardware of the modern IED is aligned closely to a computer system, why can’t manufacturers provide a 
method to “clone” their configuration, settings and operational history so that in-situ replacements can be 
performed more efficiently? 
Even though IEC 61850 Substation Automation Systems can be engineered efficiently with self-descriptive 
communications protocols, it is only edition 2 which promises to deliver the IEC 61850 MMS protocol up to 
the control centre.  Without this feature, the links between an IEC 61850 substation and the control centre 
must be served by protocol converters.  This requires data object and time stamp manipulation, data type 
conversion and obscure name regeneration.  Consequently, all data sent or received from the control centre 
needs to be fully tested prior to energisation.  If the IEC 61850 protocol was used to transfer data directly 
from the IED up to the control centre, data conversion would not be required and it may be acceptable to 
reduce testing from 100% data points to a reduced validation set. 
 
7 Conclusion 
The introduction of IEC 61850 has presented many opportunities to review the status quo of Substation 
Automation Systems.  With the current pressure to reduce electricity prices, utilities are placing ever more 
pressure on Engineers to drive lifecycle costs down.   Testing and commissioning consumes a significant 
proportion of the total cost of implementing these systems and therefore new and innovative ways of 
performing this work needs to be investigated, particularly with drivers for ever more information (data from 
IED’s) to run the Electricity Networks more efficiently. 
This paper presented a new approach to the testing of IEC 61850 configurations by the development of a 
software application to compare configuration data extracted from the IED’s CID file with live data 
downloaded from a direct networked connection.  A proof of concept application has been implemented 
using an open source software library, albeit with limitations from the library and the current vendor 
implementations of the standard. 
Also, experienced Field Engineers have identified a number of opportunities which would improve their work 
efficiency and thereby reduce costs significantly.  These improvements would require effort from a number 
of market sectors and as such would need the skills, organisation and backing of a standardisation body 
such as IEC for them to progress into real solutions.  Some of these have been mentioned by knowledgeable 
authors at other conferences so it is clear that there is growing support for new and improved methods of 
testing IEC 61850 Substation Automation Systems. 
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